
USN 18CS744

Seventh Semester B.E. Degree Examination, Dec.2024/Jan.2025
Cryptography

Time: 3 hrs. Max. Marks: 100

Note: Answer any FIVE full questions, c110fJ~if!,ONE full question jjJg!!I, each module.
M6dtill~l ~ '

1 a. Contrast between the following pai t~s: f}

i) Cryptography and cryptan~J:y<l k..\
ii) Monoalphabetic and poly,:at.)1 ;"etic cipher .;;:r
iii) Substitution and trans~Qijit'o cipher " '
iv) Symmetric and asymmetln'C key cipher ,
v) Stream and block cfl~htr. '\ (10 Marks)

b. Decrypt the message tw'

"MTPAECNGH~QP ing keyword "COMPU1tER" using playfair cipher. Explain play
fair cipher and a <\listing the rules to be f Ho ed. Use I and J count as one letter [use in
one box]. ~~, (10 Marks),

(10 Marks)
values: P = 3, q = 11, e = 7

(10 Marks)

OR
iffie-Hellman key(-eicb.;mge algorithm.' . (10 Marks)
ellman key ex.ng~ algorithm common prime q = 71 and primitive root a = 7,

'5 private key X .".D'and user B's p r at[key XB = 12, find:
Public key Y A

.Public key Y,~ '
Common ;:.~

2

(10 Mar~s)

(10 Marks)

(10 Marks)

(10 Marks)
(10 Marks)

(10 Marks)
(10 Marks)

,0
"'I~ decrypt the word "M .r BAl" by hill cipher
J

.~

a. Encr

[~ 5
b. Explain the DES encryptj

sing the key matrix

;
and decryption al

3
~ Modu61"'Z-

a. Explain the Public K6~ Cryptosystem aq 'a~pIications.
b. Perform encrypt4'~ nd decryption u ing R' A for the fol ow·

and M = 2. Als '.. icate public ke m. "ivate key.

4 a.
b.

use
1 .~"~lii) ~;

, odule-3
a. Explain BlllpticCurve Crypto~raphy [EeC] algorithm.
b. Illustrate symmetric key distribution using asymmetric encryption.

"J:;~

OR
6 a. Explain the following;n chanisms of distribution of public keys.

i) Public anno~cement
ii) Publicly available directory
iii) Public ke y uthority.

b. Explain tt e process of exchange of public key certificates and its requirements.
10f2
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7 a. Explain X.S09 certificate format.
b. Explain Kerberos overview in detail.

Module-4
(10 Marks)
(10 Marks)

OR
8 a. How PGP can be used for exchange of message?

b. What is S/MIME? Explain the functions prov~ded by it.
(10 Marks)
(10 Marks)

Module-5
a. What are IP security benefits, application~nd IP services?
b. Discuss the encapsulating securit a~lbad with respect to IP

10 ·D·f~ . b ~d °I
R

d .~ ..a. 1 terentiate etween trans 0 n tunne mo e security ssociations.
b. Discuss basic combinati s security associations \.

~
*****,

~

9 ~
ec!

(10 Marks)
(10 Marks)

(10 Marks)
(10 Marks)
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